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Chapter 1. ACTAtek Agent

1.1. Introduction

The Agent is primarily used to download the event log from the ACTAtek database in real time
and without any hassle. It saves time and administrative efforts in backing up the data from
the ACTAtek to a local computer.

The following documentation will give you a step by step illustration on how to install and oper-

ate the Agent. For any comments, or tech support, please write to support@hectrix.com . All
questions and comments are welcome.

1.1.1. System Requirements:
1. JAVA Run-time 1.4 or higher. To download the JAVA Run-Time, please visit:

http://java.sun.com/j2se/1.4.2/download.html OR
http://jdl.sun.com/webapps/download/AutoDL?Bundleld=9992

2. ACTAtek Firmware 1.29.11 or higher.

3. The computer you are running ACTAtekAgent should NOT be behind any firewall.
If your firewall is enabled, please ensure ACTAtek Agent can listen to its service
port default to 1668 or the port defined in ACTAtek Agent Configurator.

4. Please make sure both the ACTAtek Agent and ACTAtek firmware versions are
uptodate with latest version. For latest software release please

visit http://support.hectrix.com

5. ACTAtek Agent supports both JDBC and ODBC databases.
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1.2. Installing the ACTAtek Agent

1. Download the file from the appropriate location, or if it came on a CD, place the CD in the
CD-ROM and open the ‘Setup.exe’ file.

Welcome to the ACTAtekAgent
1.29.1 Setup Wizard

This wizard will guide vou through the installation of
ACTAekAgent,

Click Mext o continue,

Mexk = ] [ Cancel

2. Click “Next”

3. Click “I Agree” if you have read and accepted the terms of the agreement.

ACTAtek Agent Manual 2
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© ACTAtekAgent 1.29.1 Setup

" License Agreement
i\ Flease review the license terms before installing ACTatekagent

1.29.1,

Press Page Down to see the rest of the agreement,

Terms of Use

81 3

MOTICE FOR HECTRIX | ACTATEK SOFTWARE

The software that is made available For downloading from this website (the "aoftware")
OR ELSEWHERE is owned by Hectrix,

This Software is pratected by copyright laws, and is being made available salely For Use
by wou in accordance with the Following Software License Agreement kerms and
conditions. Any use, reproduction or redistribution of the Software that is not in
accordance with the Software License Agreement is expressly prohibited by law, and w

If ywou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to inskall ACTAkekAgent 1.29.1,

[ < Back ][ I Agree ] [ Zancel

4. Please check the following:
Start Menu Shortcuts — To add shortcuts in the Start Menu
Create Desktop Shortcuts — Add shortcuts icon on the Desktop
Create ODBC Database — Create an ODBC database in the current in-

stalling path

& ACTAtekAgent 1.29.1 Setup

Chooze Components

Choose which Features of ACTAbekAgent 1.29.1 vou wank ko
install.

Check the components waou want ta install and uncheck the components vou don't wank ko
inskall, Click Mext to continue.

Select components ko inskall; ACTAtekAgent (required)
Skart Menu Shorkcuks
Create Deskkop shorkcuts
Create ODBC DataBase
Install as Windows service

- Descripkion
Space required: 11.0M6

[ < Back ][ Mext = ] [ Cancel ]

Install as Windows service — Register Agent as a Windows Service
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& ACTAtekAgent 1.29.1 Setup

e Choosze Install Location
Choose the Folder in which to install ACTAtekAgent 1,29.1,

Setup will install ACTAtekAgent 1.29.1 in the following folder, Toinstall in a different folder,
click Browse and select another folder, Click Inskall ko start the installation,

Destination Folder

" 1Program Files\Hectrix|ACTAekAgent-1.29. 1 |

apace reguired; 11.0ME
Space available; 4a, 1GE

< Back ][ Install ] [ Cancel

5. This is the default location that the Agent will be installed at. So, click Install to begin the in-

stallation.

6. Once the installation is complete, click "Finish" to exit the setup and start the Configurator

% ACTAtekigent 1.29.1 Setup =l

Completing the ACTAtekAgent
1.29.1 Setup Wizard

Run Configurator ko setup ACTAtekAgent

Run ACTAtekAgent 1,29.1

Wisit the Hectri site For the latest news, FAQs and suppork

= Bach [ Finish ] [ Zancel

and begin the "configuration”
7. If you decided to run the Configurator manually:
Click Start --> Programs --> Hectrix --> ACTAtekAgent --> Configurator
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1.3. ODBC Setup

From the installer above, an ODBC database is installed in the current path. The database is
named “actatek”. But if you want to create another, you can follow the following steps

Taking Windows XP as an example on how to do this, please follow the below steps.

1. Start - > Control Panel

2. Select ‘Administrative Tools’

™ Administrative Tools

=

EX]
ax

i Address

4 Administrative Tools

File Edit Mew Fawvorites Tools  Help
- 9 . = I = i
eBack J .? 7 Search = Folders
v

_ - ¥ Component Services Computer Management
File and Folder Tasks & Shiorkeut Shorteuk

= i 2 re
bt Share this folder =

[

Ewent Yiewer
Shortcuk

Other Places ZKH

B; Conkrol Panel L Local Security Palicy
: Shiorkcut
u_':] My Documents KB

|3 Shared Documents
Setvices
_a FRE Shiorbout
& My Network Places ZKB

Details

Performance
Shortout
2kB

B, 2

3. Under Administrative Tools, select ‘Data Sources (ODBC)'.
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4. Select the second tab from the top left, “System DSN”.

#" ODBC Data Source Administrator

User DSW  System DSN ]File DEN I Dlivers] Tlacing] Connection F'Doling] About ]

Supgtem Data Sources:

Mame I Driver ] Add..

[

An ODBC System data source stores information about how to connect to
the indicated data provider. & Spstern data zource is visible to all users
on thig machine, including MT services.

ok | Cancel J I Help

5. Select ‘Add..." and “Driver do Microsoft Access (*.mdb)”, and ‘Finish’

%]

Diiver do Microzoft Access [".mdb)
Diriver do Microzoft dBaze [*.dbf)
Diriver do Microzoft Excel” xlz)
Diriver do Microzoft Parados [*.db ]
Diiver para o Microzoft Yizual FosPro
Microgoft dccess Driver % mdb]
Microgoft docezs-Treiber [*.mdb)
Microgoft dB aze Diiver [, dbf]

[ ¥ RN FEAD e S IED Pt me 1% ARF

54

[ SR - A S,

| Finigh | Cancel
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6. To setup an ODBC Microsoft Access file, assign a ‘Data Source Name’ to be “actatek” and

input a description of the database.

ODBC Microsoft Access Setup

[Data Source Mame: |actatek

Dezcription: |actatek
Database
Database;
Select... I Create... I Bepair... Compact... J

— System Databaze

i* Mone
" Databaze:

Cancel

Help

Advanced...

FElep

|

Dptiongs»

7. Select ‘Create...” and specify a valid file location, as shown below.

New Datahase

D atabaze Mame Lirectories:
]actalek.mdb b Abhectis

= ot
[= Documents and Settings
B= hectix
£ Cookies
£ Deskiop
£ Favaorites
3 My Documents
£ Start Menu
£ UserData
£ WINDOWS

Locale Dirives:

General _V_] | Hc

1~ Options -

3
Cancel
Help

Farmat

% Version 4.4
7 Version 3x
™ Mersion 2.1

[~ System Databasze
™ Enciyption

Metwork....

8. Click “OK”. Successful creation, will prompt this message:
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ODBC Microsoft Access Setup

\:\[{) Database CiiDocuments and Settingsihectrixlackatek.mdb was successfully created

Once successfully created, please continue to next section for Agent configuration. If
there is an issue creating the ODBC file, please contact us at support@hectrix.com .

1.4. ACTAtek Agent Configurator:
Click Start --> Programs --> Hectrix --> ACTAtekAgent --> Configurator to begin the "con-

figuration"

1.4.1. Agent Info

Bl ACTAtek Agent Configurator

Aigent Info ]Database | acTateks | Running Mode |

W Auto Detected

Agent Port 1668

Agent IR

Logviewer pork ]1099

Agent Magic }**********

Pall Inkesval ]ED

Locale IEninsh (United States) Li

Log lewel: IERROR Li

Save | Cancel

If ‘Auto Detected’ is selected, the Agent will automatically try to detect the ACTAtek in your
network.
The default Agent Port is 1668.
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The default Logviewer Port is 1099.

The Agent Magic is the encryption code of Agent. Please limit the number of characters of
the code since it does not need to be too long.

Poll Interval should be set to > 60 seconds.

Select the appropriate locale to match your ACTAtek device.

Log Level decides which level of log statement is going to be logged.

ACTAtek Agent Manual 9
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1.4.2. To connect ACTAtek Agent with a Database

B ACTAtek Agent Configurator

Database Driver

Driver Class

JOEC URL

Hostrame

Database Name
Database Username
Database Password
Connection Pool Size
Create Table SQL

Target Table Mame

Map Timestamp to Field
Map UserID ko Field
Map Event to Field

Map Terminalsh to Field

Agent Info  Database IF\CTF\teks ] Running Mode

|Generic ODEC |

actatek

5

CREATE TABLE actatek_logs{userid
YARCHAR(ZO) MOT NULL, =
tireentry DATETIME NOT NULL,
eventid WARCHAR{Z0), terminalsn
YARCHAR(ZO) MOT NULL, 5

actatek_logs
kirneenkey
userid
eventid
terminalsn

Map Phato (JPEG Binary) to Field jpeaPhota

Save Cancel

Database Driver: default Generic ODBC

ODBC database:

must be defined in Window ODBC data source's System DSN

Driver Class : default empty, for JDBC database
JDBC URL: default empty, for JDBC database

JDBC database

must enter database's Driver Class and JDBC URL

database jdbc jar files must be copied to ACTAtek's jdbc directory

For example

Directory path : C:\Program Files\HectrixX\ACTAtekAgent\jdbc

Oracle : classes12.jar

DB2: Common.jar, db2fs.jar, db2jcc.jar

Hostname: default empty

defined for non-ODBC database

enter database server ip address and port

ACTAtek Agent Manual
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Database Name: actatek (default ms-access database)
Database Username and Password: default empty (eg empty for ms-access db)
enter database administrator id and password
Connection Pool Size: 5 (default)
Create Table SQL: SQL command, default definition has 6 fields
Optional: Photo: default long binary (for ms access)
IP and remark default Varchar(255)
Target Table Name: Use table name same as Create Table SQL
Map Event log field to Table column name or leave empty if not used:
Map Timestamp to Field, Map UserID to Field, Map Event to Field, Map TerminalSN to
Field, Map Photo (JPEG Binary) to Field, Map IP to Field, Map Remark to Field.
Please use name same as column name as defined in SQL CREATE TABLE

ACTAtek Agent Manual 11
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1.4.3. ACTAtek Agent (Attach Primary terminals only)

Bl ACTAtek Agent Configurator [‘;”E][g]

Agent Info ] Database ACTAteks lRunning Maode ]

ACTAkek IP | P I Protocal J Bdrin | Passwword |

4935 FINVIS,.,

Save Zancel

Right click on the blank space, you will see “Add ACTAtek” or “Delete ACTAtek”

Please enter the corresponding “ACTAtek IP”, “Port”, “Protocol”, “Admin” and “Password”
Please be reminded that if you choose Port 80, you need to have http protocol. If you
choose Port 443, you need to have https protocol

The default running mode is Real Time. Running mode is discussed in following section.

Save it after all setting completed. The following screen will appear:

-
\:‘5) Configuration Saved!

The configuration will be effective at Next ACTAtekAgent startup.
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1.4.4. ACTAtekAgent Running Mode

Bl ACTAtek Agent Configurator E”E]El

&gent Info ] Database] ACTAteks  Running Mode l

[ Real time mode

Schedule only -

Gek mode: |.¢'.II logs _ﬂ
Period; JDain j
Time: [15 = i[a0 =:i[0 =

Save | Cancel

Real Time Mode

Real time mode is the default for real time event log transfer.

Schedule Mode

Schedule mode is for schedule log transfer at specify time.

Get mode:

Period:

Time:

ACTAtek Agent Manual

Previous day logs: transfer only previous day event log.
All logs: Transfer all event log. If log already found in
database, ACTAtekAgent will not insert duplicate.

Default run Daily.
The startup time of daily event log transfer.
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1.5. Starting ACTAtekAgent
ACTAtekAgent can be started by one of the following ways:
ACTAtekAgent can be started as an application.

Note: If the desktop is reboot, user has to manually statup ACTAtekAgent again.
OR

ACTAtekAgent can be started as a Window Service.

ACTAtekAgent is automatically startup as a service after Window started.

1.5.1. Start ACTAtekAgent as application

1. Before you start the Agent, please go to the Server list of the ACTAtek Terminal using web
browser. There should be nothing under the Server List.

@ ACTAtek - Hectrix Ltd. - Microsoft Internet Explorer

© Fle Edit View Favortes Tools Help o

: Kl e |2 = = = .
; @Back - & \ﬂ \EL] o ks @] 110 @] 11z @181 @] actatek @] Agent @] Bugeils @] Dict [GGoogle &) Mail & release @] server &) ¥HMail

: pddress | @] http 1192, 168.1, 164 admin. himl v| | Google- | |

A‘CTA{ A k The worldwide leader in Web based technologies. H E C T Rl P LTD.

Terminal List
User Administration

No.  Description Type Serial No. IP Address  Camera  Door Last Updated To Secondary |
1 ACTAtek Primary 00111DFFFFFF 192.168.1.184 Camera Unlock Door R

Server List

No. 1P Address Status Last Updated Time Active | Profile
N record found.

submit || Delete | [ Add

B Internet

ACTAtek Agent Manual 14
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2. Now, click Start --> Programs --> Hectrix --> ACTAtekAgent --> ACTAtekAgent 1.29.1 and
begin the program. You will see the following screens. (note: The above startup is default

to msdos running mode)

3 ACTAtek - Hectrix Ltd. - Mozilla Firefox @GS
File Edit ‘\iew Go Bookmarks Tools  Help

<:Z| - - @ @ ||_| http:/§192, 1658, 34 admin, htrl Vl @ o ‘@, |

[ customize Links [ ] Free Hotmail (] Windaws Marketplace ] Windows Media [ Windows [} downloadDB.cgi

|} ACTAbek - Hectrix Lkd, || ACTAtek - Hectrix Ltd. a

Y| :
ACTA K 1 woriwize tcater inwe based technologies HECTRI LTD.

A ; :
~ Terminal List
No. Description Type Serial No. IP Address Camera Door Last Updated To Secondary  Ba
« Attendance REDDI‘t 1 192.168.8.34 Primary 00111DA03669 192.168.8.34 CLamera Unlock Door -
ai
Event Log

+ View User List

+ Add New User -

= Departments Server List

* User Messages

Access Control No. 1P Address Connection Send Log Status Last Updated Time Profile

® Access Groups (| 1 192.168.8.61 Connected Registered .- Mo Profile available

Submit || Delete || Add

nary /Secondary Hectrix Ltd.

Setup
s Terminal List

& Door Open Schedule|
+ Bell Schedule

+ Connection Profile

+ Terminal Clock

* External Devices

Terminal

= Backup System
Data

* Restore System
Data

+ Firmware Upgrade
ownload Report

= Capture Fingerprint

* Remote Door Open

* Reboot —

Support vk |

hittpi/{192, 168.8 34/cgi-binjterminalL st cgi? command=1

|~

IP Address: IP address of desktop running ACTAtekAgent

Connection: Indicate network connection status between Terminal and ACTAtekAgent

Send Log Status: Indicator for send event log to ACTAtekAgent
Registered — First time connect and registered at ACTAtekAgent
Sending — Terminal is current sending event log to ACTAtekAgent.
Failed to send — Terminal not able to send log to ACTAtekAgent.
Synchronized — Terminal send log completed

Last Updated Time — Last send log completion time

Profile: Optional for remote modem log transfer.

Once ACTAtekAgent started, the ACTAtekAgent console window will be displayed :

3. Login in the ACTAtek to add a few sample event logs, as shown below:
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1 ACTAtekAgent 1.29 ] n"?c"E_

(13:08:082 .54 | DEBUG: Checking if tabhle exists H
ectrix.agent .5QLHelper.isTableExist() [Bh6A

13:08:082 .54 | DEBUG: Getting Connection
hectrix.agent . jdbe . JDBCPool. getConnection<) B1%8

13:80:82.548 | DEBUG: Creating Mew Connection
hectrix.agent . jdbe . JDBCPeool.newConnection<) @168

[13:80:82,587 | DEBUG: Connection Obtained
hectrix.agent . jdbe . JDBCPool.newConnection<) B178

[13:80:82,6082 | DEBUG: Obtained Connection from Pool
ectrix. agent.thc JDBCPool.getConnectiont) B217

13:86:82,. 6682 DEBUG: SELECT terminalsn.timeentry.userid.eventid FROM ACTATEK_LO
§ WHERE B=1 com.hectrix.agent. SQLHelper isTableExist () @673

(13:00:82,.6082 | DEBUG: Leaving isTabhleExist

ectrix. agent.SQLHelper.isTahleExist() Ee83

(13:00:82,.6082 | INFO : Running in real time mode

ectrix.agent .Agent.maint> B1%6

13:808:82, EE2 i DEBUG: Starting Agent...

ectrix.agent. ﬂgent.étartHSSeruer() @35

(13:08:02, 618 i INFO : Agent Started

hectrix.agent .Agent .startW8ferver() 104

13:808:82, 618 H DEBUG- Etarting server on port 1668
ectrix.agent .Agent$S8erverThread.run{) B669

[13:80:82,618 | DEBUG: Waiting

ectrix.agent .Agent . main<> BZ0A

com.

com.

com.

com.

com.

com.

com.

com.

com.

&3 ACTAtek - Hectrix Ltd. - Mozilla Firefox

File - Edit - Wiew Go  Bookmarks  Tools  Help Q@
<ZI - B - @ \/;\ [ http:f}192.168.8.34 admin.html v @ @ |Gl

| Customize Links J Free Hotmall | Windows Marketplace | | ‘Windows Media || Windows || downloadDB cgi

[ AcTAtek - Hectrix Ld. |} ACTAtek - Hectrix Lid. x
“"T“ €K The wotldwide leader in Web based technologies. H E CTRI . LTD.
Ter | o - .

- Log OFF Terminal List

& Terminal Status - .

User Administration MNo. Description Type Serial No. IP Address Camera Door Last Updated To Secondary Ba

5 M ines ot 1 192.168.8.34  Primary  00111DA03669  102.168.8.34 Camera  Unlock Door
® Daily Report
* View Event Log
e Add Event Log
s View User List
e Add New User -
« Departments Server List
e lser Messages
No. 1P Address Connection Send Log Status Last Updated Time Profile
[ 1 102.168.8.61 Connected Synchronized Fri Jul 14 11:17:48 2006

Submit || Delete || Add

Mo Profile available s
Hol ﬂys Setting
Ter | Settings
e Terminal Setup
& Primary/Secondary
Setup
# Terminal List
* Door Open Schedule
+ Bell Schedule
¢ Connection Profile
® Terminal Clock
nal Devices

Hactrix Ltd.

* Backup System
Data

* Restore System
Data

e Firmware Upgrade

& Download Report

& Capture Fingerprint

¢ Remote Door Open

+ Reboot

Support o
—

Dane

Once the field "Status" under the Server list (Terminal List) shows "Connected", event logs are
being captured by the Agent in real time.

Stop ACTAtek Agent

To terminate ACTAtekAgent, user can simply close the ACTAtek Agent console window.
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k
1.5.2. Start ACTAtekAgent as Windows service

1. Go to the Control Panel ------ > Administrative Tools ------ > Services:

% Services

iy Services (Lac | Name | Description | Status | Startup Type -~
TAkek Agent Automatic
%Alerter Matifies sel... Manual g |
%Apache Tomcat Apache Ta... Manual
%Applicatinn Laver Gakewa,.. Prowides su.., Manual
%Application Management Prowides sa... Manual
ASP.MET State Service Provides su, .. Manual
%Autnmatic Updates Enables the.., Started Autornatic
%Backgrnund Inteligent Tr... Usesidle ne... Manual
%Clipﬁnok Enables Clip... Manual
%COM+ Event System Supporks 5., Started Manual
%COI\H System Application  Manages th... Manual |
Ll . . #
4 | 2| % Extended p Standard

2. Right click on the ACTAtekAgent service name and select “Properties”. Then click “Start”
to start the ACTAtekAgent.

ACTAtek Agent Properties {Local Computer)

Gieneral [ Log On | Recovery | Dependencies

Service name: ALCTAlek Agent
Display name: [8CTAtek Agent

Drescription:

Path to executable:
C:\Progran Files\Hectrix\ACT AtekAgent-1. 29, TS RVANY. EXE

Startup type:

Service status: Stopped

“t'ou can specify the start parameters that apply when you start the service
from here.

Start parameters: ! |

[ 0k H Cancel ]’ Apply ]

ACTAtekAgent running status messages can be found in Windows Event Viewer:
Go to Control Panel ------ > Administrative Tools ------ > Event Viewer ------ > Application
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Stop ACTAtek Agent
To terminate ACTAtek Agent, right click on the ACTAtekAgent service name and select
“Properties”. Then click “Stop” to stop the ACTAtekAgent.

This will work when your database is located at a different computer or if you are using the
Agent to write a database file such as Access. If you are running a database service such
as MySql or Postgres and using the ACTAtek Agent on the same computer there is a different
procedure to run the Agent in the background automatically. What happens is that the AC-
TAtek Agent runs before the database service starts running, therefore it shuts down the AC-
TAtek Agent service. Here is the work around just follow these steps below:

Step 1. Make sure the ACTAtek Agent is running manually
Go to the Control Panel ------ > Administrative Tools ------ > Services
Double click ACTAtek Agent
Pull down the tab to Manual

Press Apply button

ACTAtek Agent Properties (Local Computer)

General | Log n | Recovery | Dependencies|

Service name; ACTAtek Agent

Dizplay name:

Dezcription:

Path to executable:
C:APrograg Elaa

Startup bype: | Manual

Service statuz:  Started

Start Stop ] [ Fause

'ou can specify the start parameters that apply when pou start the zervice
from here.

ak H Cancel ]

Step 2. Ensure the Agent is registered in the ACTAtek unit
Log into the ACTAtek unit and select Terminal List
If there is no Agent listed (or if there is an Agent listed please check the settings are cor-
rect) under Server List click Add and enter the following:
ACTAtek Agent IP (the picture below is just an example)
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ACTAcek

Port number is usually 1668 (check the ACTAtek Agent Configuration for the
port number)

Magic (default magic code is: actatek123)

Send all logs when registered should be Enabled

Click Modify

Server List

Modify Server

IP Address 192.168.1.19
Port 1668

Agent Version m
Magie = 0z0Z00éo W [|veeee

Send all logs when register 0 Enahbled «
Profile Mo Pmfile availal
Modify

Step 3. Run the ACTAtek Agent service on boot up

You will need to add the Agent to run in the Windows registry.

Goto command prompt and run the windows registry (Start->Run->regedit)
Click HKEY_LOCAL_MACHINE--->SOFTWARE--->Microsoft-->Windows--->CurrentVer-

sion--->Run

Right click the right hand pane and select New->String Value

Type ACTAtek Agent press enter
Right-click ACTAtek Agent and select modify and type: net start “ACTAtek Agent” and

press enter
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Registry Editor

File Edit “iew Favorites Help
@[] Inkernet Settings Type Data
- [ IntiRun =T
[ confTse REG_52 net start "ACTAtek Agent”
{2 MS-DOS Emulation R fr e L. eve” -nogui
w2 s '
8 (0 Nis | [ab]acRsMMSE REG_SZ BGRSMMSG. exe
D CemStartMenulata | I X y . .
H ) | fr_l':lnpmnt REG_SZ C\Program FileshApoint2K A point, exe
[ OptimalLayaout =
£ Ea poicies | [;‘__{_']ATIPTF\ REG_S7 CH\Program Files\ATI Technologies\ATI Contral Panela, .,
(] Reinstal | ["‘_‘,‘jDispSwitchLauncher REG_SZ :\Program Files\FujitsuiDispSwitchiDispSwitchLaunch. ..
i | [aB]d) : dla'tf |
(21 Reliabilicy | a REG_5Z CAWINDOW Ssystem32idlaitfswctrl exe
25 lﬁFJUPDN\-‘_Chitose REG_SZ Ci\Program Files\Fujitsuiupdnavitupdnaryi. exe
© ® [ OptionalComponents || [RE]MIPMIGE.1 REG_S7 " WINDOW SV TME imips_{\IMIPMIG.EXE" (Spail [Rem...
: 23 RunOnce | @]Indicatorutilitv REG_5Z C\Program FilestFujitsuyFujitsu Hotkey Utility Indicato. ..
; 23 RunOnceEx i _EJLoadBthnd REG_SZ Ci\Program Files\FujitsuiBtnHndiBtnHnd. exe
# {21 setup | |_§T‘_':|L0adFUJD2E3 REG_5Z Ct\Program FilesiFujitsuyFUI0ZE3FUI0ZES . exe
[ sharedDlls | :r;a__l__']LoadFujitsuQuick... REG_SZ Ci\Program FilestFujitsulspplication Panel\QuickTouch, ..,
) [ Shell Extensions | [ab]LErah REG_SZ Ci\Program FilesitrmahiLtmah, exe
i (3 shellCompatibiliy | [Bjmspyz00z REG_SE CWINDOWShsystem 32| IMEPINTLENT ImScInst exe ..
R ShielStrdpe: | [2B]PHIMEZ 0024 REG_5Z CAWINDOW Sisystem32 ) IME TINTLGNT| TINTSETP EXE. ..
% EZE'EESVEEEObleCtDE'aVL | [EBJPHIMEZ00Z85yne  REG_S5Z CHWINDOWStsystem 32| IME | TINTLGNT| TINTSE TP EXE. .
& el iEh:lSunJavaUpdateS... REG_SZ "Ci\Program Files) Javaljrel.5.0_1 11binjusched. exe”
[ sMDER
@ [0 Syncmar
(L1 Telephony
{12 ThemeManager
[ Themes
@ 23 Unimoders el
3 | @
My ComputeriHKEY _LOCAL_MATHIMNENSCOFTWARE \Microsoft Windows\ CurrentiersioniRun

- reboot the machine
- In the Terminal List of the ACTAtek you should see Connection: Connected and Send Log

Status:Synchronized. This means the ACTAtek Agent is running.

Server List

Mo. IP Address Connection Send Log Status.
B 1 192.166.1.18 Connected Synchronized

Submit Delete Add
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1.6. De-registering ACTAtek

To de-register terminal from sending log to ACTAtekAgent unit, click Start --> Programs -->

Hectrix --> ACTAtekAgent --> Deregister. It will deregister terminals found in configurator

file and display them in the ACTAtekAgent console window.

. Deregister

INFO
INFO

Deregistering Agent...
Deregistering 192.168.1.184

There is an alternative method to de-register the ACTAtek from the Agent, which is via the

web interface. If you go to the Server List of the terminal that is connected to the Agent , check

the item under "Server List", and Click "Delete"as shown in the De-register process above.

The terminal will stop sending log to ACTAtekAgent.

72 ACTAtek - Hectrix Lid. - Microsoft Internet Explorer

¢ Fle Edt Wew Favortes Tools Help o
. o» »

@aack - & ﬂ ﬁ ol iunks @] 10 @ vz @len &) actatek ] Agert E]Bugzla €Dt [C]Google &Ml ] release &) Server ] YHMal
Address | hitp: {192, 168.1,18¢ admin.html v| | Google - v P

. The worldwide feader in Web based technologies HECTRI LID.

No. Description Type Serial No. IP Address Camera Door Last Updated To Secondary |
: 5 ACTAtek Primary 00111DFFFFFF 192.168.1.184 Camera Unlock Door W
Server List
~ No. 1P Address Status Last Updated Time Active Profile
g
Terminal SEttiI'IQS - 1 192.168.1.180 Connected Wed Jun 22 12:36:12 2003 L] _Nn Profile awaliable V.
Submit Delete Add
b3
B Internet

User should delete the terminal from ACTAtekAgent configurator. The configuration will be
effective at Next ACTAtekAgent startup.
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1.7. Viewing the Database Logs

1. Using Log Viewer:

ACTAck

Now, click Start --> Programs --> Hectrix --> ACTAtekAgent --> Viewer and begin the

program. You will see the following screens.

LEX

M | og Viewer

Timestamp | Terminalsh | Lser ID | Ewent |
PONS-06-22 197534 C5T ¢ 00111DFFFFFF 1 ouT
2005-06-22 19:25:43 C5T 001110FFFFFF 1 QuT
2005-06-22 19:55:36 C5T 001110FFFFFF 1 QuT
2005-06-22 19:59:09 C5T 0011 10FFFFFF 1 ouT
2005-06-22 19:59:49 C3T 001110FFFFFF 1 QuT
2005-06-22 20:06:32 C5T 001110FFFFFF 1 QuT
2005-06-22 20:08:38 C3T 001110FFFFFF 1 QuT
2005-06-22 20:158:18 C3T 0011 10FFFFFF 1 QuT
2005-06-22 20:15:45 C3T 001110FFFFFF 1 QuT
2005-06-22 20:20:44 C3T 001110FFFFFF 1 QuT
2005-06-22 20:20:54 C3T 001110FFFFFF 1 QuT
2005-06-22 20:22:38 C5T 0011 10FFFFFF 1 QuT
2005-06-22 20:22:43 C3T 001110FFFFFF 1 QuT
2005-06-22 20i22:48 C5T 001110FFFFFF 1 QuT
2005-06-22 20:31:06 C3T 001110FFFFFF 1 QuT
2005-06-22 20:35:57 C3T 0011 10FFFFFF 1 QuT
2005-06-22 20:36:11 C3T 001110FFFFFF 1 F1

Max Rows ko Display (-1 For unlimited);

Update

2. Using MS Access:
Double click to open the file of your database. Open the table “ACTATEK_LOGS” to view

it's content

Note: ACTAtekAgent's Database must be started before viewing events in Logviewer.
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1.8. Connecting ACTAtek Agent with Oracle 10g Database

1. Since the database setting is different for each customer, it is highly recommended that

you consult with your DBA for the database administration and setting.

2. You need to Copy Oracle's classes12.zip to the Agent's JDBC in Window's directory. Fol-
lowing are the steps:
classes12.zip location: ${ORACLE_HOMEY}/jdbc/lib/classes12.zip
copy the file C:\Program Files\Hectrix\ACTAtekAgent-1.27\jdbc

3. Preparation :
Database Server and Firewall must set rule to allow ACTAtek Agent to
access the Oracle database Port (default 1521)
Database login userid must be granted necessary rights eg. Connection and Table access
Default table name is actatek_logs and will use default tablespace.
Table will be created, if it doesn't already exist. If the table exists, ACTAtek Agent will use

the existing table.

4. From the configurator, select Database tab and enter the following:
Database Driver: Oracle
Hostname: x.x.x.x:port where x.x.x.x is Database Server IP address, port is Oracle
Database port (e.g1521)
example: 192.168.1.51:1521
Database Name: ddddddddd where dddddddd is the location to enter database instance
name
Username: database login id
Password: database login password
Connection Pool Size 5 (default)
Create Table SQL:
CREATE TABLE ACTATEK_LOGS (
userlD VARCHAR2(20) NOT NULL,
timeentry DATE NOT NULL,
eventlD VARCHARZ2(20),
terminalSN VARCHAR2(20) NOT NULL,
Jpegphoto blob
)

Target Table Name: actatek logs
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Map Timestamp to Field: timeentry
Map UserlD to Field: userid

Map Event to Field: eventID

Map TerminalSN to Field:terminalsn
Map Photo (JPEG Binary) to Field: jpegphoto

B ACTAtek Agent Configurator

agent Info Database ]P.CTP.tekﬂ

Database Driver 1 Oracle

Driver Class

JDEC LIRL 10 =R R lIgH
Hostnarme 182,168.1.51:1521
Database Mame ackatek

Database Username dha

Database Password okt

Connection Pool Size 5

Create Table SQL

Target Table Mame al
Map Timestamp to Field ti
Map LlserID to Field U
Map Event ko Field &

Map TerminalSM to Field

CREATE TABLE ACTATEK_LOGS |

userID VARCHARZ(Z0) NOT MULL,
tirmeentry DATE MOT MULL,

eventID WARCHARZ(Z0),

kerminalSM WARCHARZ(Z0) MOT MULL,
jpegPhoto BLOE

ctatek_logs
mesnkey
zerid
wenkid

kerminalsn

Map Photo (JPEG Binary) ko Field  jpegphata

Save

Cancel

ACTAtek Agent Manual
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5. View the table in ISQLplus
ISQLplus allows for web browser access to database table. To do so, enter the following in
your browser's address bar:
http://x.x.x.x:port/isglplus/workspace.uix where x.x.x.x is the server IP Address, the port is
the iSQLplus port (default is 5560).
For example, http://192.168.1.51:5560/isqlplus/workspace.uix

Login:
Username: enter database user login id
Password : enter database user login password

Connect Identifier: enter database instance name

Sample SQL command:

From workspace, enter sql command:

select userid, TO_char(timeentry,'DD-Mm-YYYY HH24:MI:SS"),
eventid, terminalsn

from actatek logs

order by 2 desc

click button <execute>

6. Viewing the table in SQL*Plus Windows GUI
From Windows, select SQL*Plus

Login:
Username: enter database user login id
Password : enter database user login password

Connect Identifier: enter database instance name

Sample SQL command:
From command prompt SQL>, enter:
select userid, TO_char(timeentry, DD-Mm-YYYY HH24:MI:SS’),
eventid, terminalsn
from actatek_logs
order by 2 desc;

press <enter>
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1.9. Connecting ACTAtek Agent with MySQL Server

1.

2.

Since the database setting is different for each customer, it is highly recommended that

you consult with your DBA for the database administration and setting.

In the ACTAtekAgent's JDBC directory, default will include a mysql jdbc driver.

Please download the MySQL JDBC driver from:
http://www.mysql.com/products/connector/j/
and put the corresponding JAR file into:
C:\Program Files\HectrixX\ACTAtekAgent-1.27\jdbc
You should find mysql jdbc driver e.g.mysql-connector-java-3.0.14-production-
bin

. Preparation :

Database login userid must be granted necessary rights eg. Connection and table access
rights.

Default table name is actatek_logs

From the configurator, select Database tab and enter the following:
Database Driver: MySQL
Hostname: x.x.x.x
where x.x.x.x is MySQL Database Server IP address
example: 192.168.1.51
Database Name: ddddddddd where dddddddd is the location for database name
Username: database login id
Password: database login password
Connection Pool Size 5 (default)
Create Table SQL:
CREATE TABLE ACTATEK_LOGS (
userlD VARCHAR2(20) NOT NULL,
timeentry DATE NOT NULL,
eventlD VARCHARZ2(20),
terminalSN VARCHAR2(20) NOT NULL,
Jpegphoto blob
)

Target Table Name: actatek logs

Map Timestamp to Field timeentry
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Map UserlID to Field userlD
Map Event to Field eventID
Map TerminalSN to Field terminalSN
Map Photo (JPEG Binary) to Field: jpegphoto

B ACTAtek Agent Configurator

agent Info Database ]P.CTP.teks]

Database Driver

Driver Class

JDEC LIRL 1 imv=gl
Hostnarme 182,168.1.51
Database Mame ackatek
Database Username rook
Database Password bbbkt
Connection Pool Size 5

Create Table SQL

CREATE TABLE actatek_logs (|

userID YARCHAR(ZO) MOT MULL,
timeentry DATETIME MOT MULL,
eventID YARCHAR(Z0),

terminalsh YARCHAR(20) MOT MULL,

jpegPhoto BLOE
]

Target Table Mame actatek_logs
Map Timestamp to Field timeentry
Map LlserID to Field userid

Map Event ko Field eventid

Map TerminalSM to Field

kerminalsn

Map Photo (JPEG Binary) ko Field  jpegphata

Save

Cancel

5. View table in Linux

example:

login mysql administrator e.g. Root
enter command: mysql -u root -p

enter mysql administrator password.

show databases;
use actatek

show tables;

select userid, timeentry, eventid, terminalsn from actatek logs

ACTAtek Agent Manual
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1.10. Connecting ACTAtek Agent with MS SQL Server

Currently, ACTAtekAgent may require an ODBC system data source to act as a bridge to con-
nect to the MS SQL Server. The following will illustrate how to setup an example of such
ODBC connection to the data provider and the corresponding ACTAtekAgent configuration.

1.10.1. ODBC Setup

From Windows XP,
1. Start - > Control Panel
2. Select Administrative Tools;

3. Under Administrative Tools, select Data Sources (ODBC)

"1 ODBC Data Source Administrator

User DSW  System DSN lFiIe DEN I Dlivers] Tlacing] Connection F'Doling] About ]

Supgtem Data Sources:

Mame | Driver J Add..

i

An ODBC System data source stores information about how to connect ta
the indicated data provider. & Spstem data source is visible to all users
on thig machine, including MT services.

ok | Cancel Appy Help
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4. Select the System DSN tab from top and click 'add'.

SQLServer and click 'Finish'

ACTAek

Create New Data Source [g]

Select a diver for which pou want to get up a data source,

Marme I Wis
Microzoft FoxFroWFP Driver [*.dbf)
ticrozoft QDEC for Oracle
Microzoft Parados Driver [*.db ]
Microzoft Parados-Treiber [*.db ]
Microzoft Text Driver [".tat; " cav)
ticrozoft Text-Treiber [* tat; " cav]
ticrozoft Wisual FoxPro Driver
ticrosoft Wisual FoxPro-Treiber
SOL Server

[T I - SO SO S Y. Y

=

.
|

| Finisk | Cancel

From 'Create New Data Source',

5. Enter data source, description, sqlserver information and click 'next'. For example: Data-

source name : actatek
Description : actatek_mssq|
SQL Server: localhost

Create a New Data Source to SQL Server E|

Thiz wizard will help you create an ODBC data zource that you can uze to
connect to SHL Server.

What name do you want to uze to refer to the data source?

Mame: |actatek

Howe do you want to describe the data source?

Description: actatek_mssql

Which SAL Server do you want o connect ta?

Server; |Ioca|host Lj

Finish | Mewut » Cancel Help

ACTAtek Agent Manual

29



HECTRIX LTD.

ACTAek

6. Select the SQL Server authentication as defined by your Administrator. For exam-

ple we select 'With SQL Server Authentication using a login ID and password entered by

the user'. Click the check box 'Connect to SQL Server to obtain default settings for the ad-

ditional configuration options' and enter Login ID and Password.

Create a Mew Data Source to SQL Server E|

Howe should SGL Server vernify the authenticity of the login D7

O Wwith wWindows NT authentication uzsing the netwark, login 1D,

o Wwiith SOL Server authentication Lzing a login 1D and password
entered by the uzer,

To change the netwiark librany used to communicate with SEL Server,
click, Client Configuration.

Client Configuration. ..

Connect ta SGEL Server to obtain default settings for the
v b : : :
additional configuration options.

Login D ]sd

xxxxxx

Pazsword: 1

< Back | Mewut » | Cancel Help

If the authentication is incorrect, you will receive a dialog box similar to this.

Please verify the login id and password is correct.

Microsoft SOL Server Login

L

Connection Failed:
SQLSkate: 23000
S0L Server Error: 15456

[Microsoft]LODEC SOL Server Driver][S0L Server]Login Failed For user 'sa',
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7. Select the check box 'Change the default database to:' and select your default
database for example Master and click 'Next'.
Please set the following option according to your database setting:
Suggest to uncheck both box :
'use ANSI quoted identifiers' and 'use ANSI nulls, paddings and warnings'.

The quoted identifier setting determines what meaning Microsoft SQL Server
gives to double quotation marks ().

The ANSI nulls option controls both database default nullability and comparisons
against null values.

The ANSI padding controls the way the column stores values shorter than the de-
fined size of the column, and the way the column stores values that have trailing

blanks in char, varchar, binary, and varbinary data.

Microsoft SOL Server DSH Configuration

¥ Change the default database to:

|master _y_J

i [7 Attach databaze filename:

[~ Use &ANS| quoted identifiers.
I Use &NSI nulls, paddings and warmings.

< Back | MHewt > | Cancel Help
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Click 'Finish’

Create a Mew Data Source to SQL Server

[~ Lhange the language of SOL Server systemn messages tod

[~ Use strong encryption for data

¥ Pertorm translation for character data

M Uze regional zettings when outputting currency, numbers, dates and
times.

Long query time [millizeconds]: {50000
[~ Log ODBC driver statistics ta the log file:

Ic
< Back | Finizh | Cancel | Help I

8. Verify the connection is correct by clicking the 'Test Data Source'. A successful
message is returned if the settings are correct. Click 'OK' to continue.

ODBC Microsoft SOL Server Setup

A new ODBC data source will be created with the fallowing
configuration:

Microzoft SGL Server ODBC Diiver Wersion 03.81.3031

Data Source Hame: actatek

Data Source Description: actatek_masgl
Server: localhost

[ atabaze: mazter

Language: [Default]

Tranzlate Character Data: ves

Log Long Running Queries: Mo

Log Diriver Statistics: Mo

Usze Integrated Secuity: No

Lze Reqgional Settings: Mo

Frepared Statements Optian: Drop temparary procedures an
disconnect

Uze Failover Server: Mo

Use AMSI Quoted Identifiers: res

Uze AMSI Mull, Paddings and ‘W arnings: ves
[ata Encryption: Mo

Test Data Source. . 0K I Cancel J
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9. In ODBC Microsoft Server Setup dialog box, click 'OK' to complete the setup. The
ODBC Data Source Administrator will display a new entry 'actatek’ in System Data
Sources.

Click 'OK' to complete the ODBC Data Source setup.

"1 ODBC Data Source Administrator

User DSM System DEN ] File DSN] Drivers] Tlacing] Connection F'Doling] About ]

Supgtem Data Sources:

Mame | Driver 1 Add
SOL Server

Bemove

Caonfigure..,

i

An ODEC Spstem data source stores information about how to connect to
the indicated data provider. & Spstern data zource is visible to all users
on thiz machine, including NT services.

0K | Cancel Help
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1.10.2. ACTAtekAgent Configurator

ACTAiek

Since the database setting is different for each customer, it is highly recommended that you

consult with your DBA for the database setting, table maintenance and archive historical

data.

B ACTAtek Agent Configurator

BEES

Database Driver

Diver Class

JDBC URL

Haostrame

Dakabase Mame
Database Usarname
Database Password
Connection Pool Size
Create Table SOL

Target Table Mame

IMap Timestamp to Field

Map UserID to Field

Map Event ta Figld

Map TerminalSM to Field

Map Phaoto (JPEG Binary) ko Field
Map IF to Field

Map Rernark ta Field

Agent Info Database ].C\CT.C\teks ] Running Made

|Generic ODBC

ackatek

5

CREATE TABLE ACTATEK _LOGS [
userID YARCHARZ0) MOT MULL,
tirmeentry DATETIME MOT MULL,
eventlD YARCHAR(ZOY,
terminalSh WARCHAR(Z0) NOT

MULL, jpegPhata LOMGEINARY,
remark YARCHAR(255], PRIMARY

KE¥{userlD, bimeentry, terminalSM)

]

ackatek_logs
Limeentry
userid
triggerid
kerminalsn
jpeaPhata

remark

Save | Cancel

Database Driver: Generic ODBC

Database Name: actatek (default, and set it in the above steps)

Database Username and Password: We haven't setit. So, leave it blank

Connection Pool Size: 5 (default)
Create Table SQL: SQL command

Target Table Name, Map Timestamp to Field, Map UserID to Field, Map Event to Field,

Map TerminalSN to Field, Map Photo (JPEG Binary) to Field: Please use the same names

in the SQL command above
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1.11. Connecting ACTAtek Agent to output .txt /.csv format

1.11.1. ODBC Setup

From Windows XP,

Start - > Control Panel

Select Administrative Tools;

Under Administrative Tools, select Data Sources (ODBC)

Select the System DSN tab. Click “Add...”
#"1 ODBC Data Source Administrator

o k0D~

UzerDSM  Systerm DSH lFiIe D5Sh ] Drivers] Tracingi Connection Poolingi Aot |

Systern Data Sources:

M arme | Driver ]
actatek,  Microzoft Access Driver [* mdb)

Add...
I

An ODEC Spstem data source stores information about how to connect to
the indicated data provider. A Spstern data zource iz visible to all users
on thiz maching, including MT services.

(] Cancel Apply Help
| | |

6. From “Create New Data Source”, choose “Microsoft Text Driver (*.txt, *.csv), and “Finish”.

Create Mew Data Source

ODBC Text Setup

[Data Source Mame: |AET.-’-‘«tek2 ak.
Dezcription: |AET.-’-‘«tek2 Exisal
[Databaze 1
Help
Directary: C:ADocuments and Settingz\hectns

Select Directony...

[ Use Current Directary Optiohzs»

b il

| Finizh | Cancel
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10.Select “Select Directory...”. Choose directory (C:\Program Files\HectrixX\ACTAtekAgent-

1.29.1) and click OK.
Select Directory

File name: Eolders:;

ix_agc;x_cgv;x_ tab;x_th l::"-...."-.aCtatEkagEﬂt-‘l 251
[= e
[=r Pragram Files

[= Hectrix

] jdbe
Save file az lype: Dirives:
|Te:-:t File=s [“.asc;“.cw;”.:_j | = N L]

Ok

| ok |
=

Cancel

M etwark...

11.Click “OK” to confirm.

£
X

ODBC Text Setup ? ]

Data Source Mame; IAET.&tekE

Diescription; |.t’-‘-.l:T.-’-‘«tek2

Database

Drirectony:

LA AHECTREMWACTATERAGEMNT-1.29:1

1

[ Use Current Directary

I kb

0K
Cancel

Help

Optiongs»

12.Data source should now appear in the list. Click “OK” to finish.
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#1 ODBC Data Source Administrator

Uzer DSK Spstemn DSH ] File DSMH ] Drivers] Tracing1 Connection Pooling1 About ]

Spztern Data Sources:

| Mame | Driver ] Add...
actatek, Microsoft Access Driver [“.mdb]
8 hicrosoft Test Driver [*.txt; ".csv) Bemaove

Lonfigure...

il

An ODBC System data source stores information about how to connect ta
the indicated data provider. & Syetern data source iz vigible bo all users
on thiz machine, including MT services.

ok ‘ Cancel J Apply ‘ Help

1.11.2. ACTAtek Agent Configurator

Bl ACTAtek Agent Configurator E”E]El

agent Info ACTAteks ] Funning Mode
Database Driver ]Generic CDEC Lj
Diver Class :
JDBC URL ihiodbc ) A
Haostrame
Dakabase Mame ACTAkekZ

Database Usarname
Database Password
Connection Pool Size 5

Create Table S0L CREATE TABLE ACTALekZ bk
userID Char, timeentry Char,
eventID Char, terminal3h Char

Target Table Mame ACTARekZ bt
Map Timestamp to Field timeentry
MMap UserID to Field userid

MMap Event to Field eventid

MMap TerminalsM to Field terminalsn

MMap Photo {JPEG Binary) ko Field

Save Zancel

Database Driver: Generic ODBC
Database Name: ACTAtek2
Database Username and Database password: We haven't setit. So, leave it blank.
Connection Pool Size: 5
Create Table SQL: CREATE TABLE ACTAtek2.txt (
userID Char, timeentry Char,
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eventlD Char, terminalSN Char

)
Target Table Name, Map Timestamp to Field, Map UserID to Field, Map Event to Field, Map

TerminalSN to Field, Map Photo (JPEG Binary) to Field: Please use the same names in the
SQL command above.

ACTAtek Agent Manual 38



HECTRIX LTD. ACTAick
1.12. Connecting ACTAtek Agent Behind Routers

1.12.1. Example Scenario

Two standalone ACTAteks running on different sites with traffic filtered by
routers. Assuming the default port 80 is used for the ACTAtek's webserver, each router is
configured such that the web traffic (port 80/443) is map to the ACTAtek's IP accordingly. The
Agent, by default, use port 1688 for incoming connection, this port will need to be opened as
you will see on the router setup. The setup is also assuming Access database via ODBC and
“Real time Mode” is being used.

The goal is to install ACTAtek Agent on one of the site and retrieve the data
logs from both ACTatek devices into one database.

NOTE: The IP addresses shown below are arbitrarily picked for the example only.

Internset

ACTTARR & ACTAtEk B

IF: 1892.168.1.10 IF: 192 168.0.3
tﬂl ig'
% _ s | B

Fouter & Router B
WA 24 B8 121.93 WWAN: 202125 28:55
LAMN: 182 188 11 LAM: 182.168.0.1

Wiorkstation/Server running Agent with database
cannection.

IF; 192 168.1.107

Database: Access database file (mdhb)

The above depicted two standalone ACTAteks with Agent setup to extract both devices da-

ta.
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1.12.2. Agent Configurator Setup

1. Under “Agent Info” tab, uncheck the “Auto Detected” box. Type the IP address of the
router's WAN IP. From the example figure, for instance, it would be “24.69.121.33".

B ACTAtek Agent Configurator E”Elg|

Agent Info | patabase | ACTAteks | Running Mode

[ Auto Detected
Agent IP

460,121,533

Agert Part  |1668

Logviewer park ]1099

Agent Magic {**********

Poll Interval |60
Locale jEninsh {United States) LJ
Log lewel: |ERROR :__j

Save | Cancel

Agent Configurator. Router A's WAN IP address is used, allowing
ACTAtek B to talk back to the Agent.
NOTE: The “Agent Port” under “Agent Info” is default at 1668 and this document as-

sume this port number is used for the Router A setting.
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2. Under “ACTAteks” tab, there will be two ACTAtek entries in the configurator using the
above example scenario.
Enter the ACTAtek information behind Router A, ie. “192.168.1.10”. Fill out the rest of the
information for the entry (ie. Port, Admin and Password).
Enter the ACTAtek on the remote site using Router B's IP, ie. “202.125.28.55”. Fill out the
rest of the information for the entry (ie. Port, Admin and Password)

Bl ACTAtek Agent Configurator

B

Agent Info ] Database | A ks 1 Running Maode ]

ACTAek IP J B, J Prokocol I Admin J Passyord |

192.168.1.10 443 https 4999 *IMYIS, ..
202,125,26.55 443 https /999 *IMYIS,.

Save Zancel

Agent Configurator. The first ACTAtek IP indicates the ACTAtek A, which
is within the same private network where Agent is installed. The second IP

refers to the WAN [P address of Router B, which the ACTAtek B is con-
nected to.

ACTAtek Agent Manual 41



HECTRIX LTD.

ACTAck

3. Finish the Agent Configurator by filling out necessary entry under the “Database” tab. Click

“Save” to complete the Agent setup.

Bl ACTAtek Agent Configurator

Agent Info ;|

Database Driver

Diver Class

JDBC URL

Haostrarme

Dakabase Mame
Database Username
Database Password
Connection Pool Size
Create Table SOL

Target Table Mame

Map Timestamp bo Field

MMap UserID to Field

MMap Event to Field

MMap Terminalsk to Field

fap Photo {JPEG Binary) to Field

G ACTALeks ] Running Mode

]Generic CDEC LJ

ackatek

5

CREATE TABLE ACTATEK _LOGS(  |A
userlD VARCHAR(ZO) MOT MULL, —
timeentry DATETIME MOT MULL,
eventID WARCHAR{Z0), i
kerminalSM WARCHAR(Z0) NOT

SCTATEER_L OGS
timeentry
userid

eventid
terminalsn

Save Zancel

Agent Configurator. Database setting is default. Configuration may vary if

different database setting applies.
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1.12.3. Router Setup

Surrag | |

g
. [ gt

Buffalo AirStation Broadband Router.

Router A

Please refer to your router's documentation for appropriate settings as information present-
ed below is only for reference.
1. Forward the traffic on port 1668 to the workstation/server running ACTAtek Agent. From

the example figure, the setting would be:
24.69.121.33:1668 <----> 192.169.1.101:1668

Network Address Translation Setup - Add NAT Table -2
Group 7 [ Mew Group % | Name: gAgent

| AirStation's WaN IP Address v |

WAN Side IP Address i .
Manual IP Address: |24.69.121.33

Protocol
Protocol (WAN) Number |
TCP PDnManuaI S etup ~
© 1crupe  Llaaees Port Number:
16683
Manusl P Address v

LAN IP Address e
Manual IP Address: 192.168.1.101

TCPUDP Port  Port Number:
Forwarding 166G

Add to NAT Table Close

Protocol (LAN) 7
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Router B

1. Forward the web traffic (port 80/443) from the WAN to ACTAtek behind this router.

202.125.28.55:80 <-—-> 192.168.0.3:80
202.125.28.55:443 <-—-> 192.168.0.3:443

Network Address Translation Setup - Add NAT Table ?
New (?_rqup_ V-_ Hame: ACTAtekEI

| AirStation's WAN [P Address ¥
Manual IP Address:: De.125.28.52

WAN Side IP Address

Protocol
Protocol (WAN) ~ Number

HTTP(TCPPart 80) v
© TcPuDP LS Port Number:

LANIP Address ;lManuaI IPAddres!sl M|

Manual IP Address: __1 92.168.0.3

TCPUDP Port Port Number:
Forwarding a0

Add to NAT Tahle Close

Protocol (LAN) >

javascripkiwindow, openi”. . fhelp/nat_wan_protocol.htm', ‘help’, width=400, height=300, scrollbars=yes, resizabl. . .
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1.13. Trouble Shooting

1.13.1. Network Troubleshooting
1.13.1.1. Network basic command description:

1.13.1.1.1. Ping
Use the MS-DOS command prompt of the PC on which the ACTAtek Agent is installed to ping
the target ACTAtek. For example, successful ping (command “ping x.x.x.x”) will display the

following messages:

1.13.1.1.2. Network reachable terminal
example:
Pinging x.x.x.x with 32 bytes of data:
Reply from x.x.x.x: bytes=32 time=1ms TTL=225
Ping statistics for x.x.x.x:
Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 1ms, Average = O0ms

1.13.1.1.3. Network unreachable terminal
example:

Pinging x.x.x.x with 32 bytes of data:

Request timed out

Ping statistics for x.x.x.x:

Packets: Sent = 1, Received = 0, Lost = 1 (100% loss)

1.13.1.1.4. Ipconfig
From MS-DOS command prompt of the PC on which the ACTAtek Agent is installed to run a
ipconfig command to obtain the PC's network information.

Ethernet adapter Local Area Connection:

Connection-specific DNS suffix :

IP Address:  x.x.x.x

Subnet Mask:  x.x.x.x

Default Gateway: x.x.x.x
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1.13.1.1.5. Telnet
Use the MS-DOS prompt of the PC on which the ACTAtek Agent is installed to telnet to the
ACTAtek Terminal. The command would be : "telnet x.x.x.x 80".

- The following messages will be displayed for successful or rejected attempts

Network reachable terminal:
Showing blank screen

press Ctl-C and “Enter”, following screen will show

HTTP/1.1 400 Page not found
Server: GoAhead-Webs

Date: xxx mmm dd hh:mm:ss yyyy
Pragma: no-cache

Cache-Control: no-cache
Content-Type: text/html

<htmlI><head><title>Document Error: Page not found</title></head>
<body><h2>Access Error: Page not found</h2>
<p>Bad request type</p></body></html>

Connection to host lost.

Network unreachable terminal:

Connecting to x.x.x.X ...

Could not open connection to the host, on port 80:

Connect failed
A connection attempt failed because the connected party did not properly repsond after a peri-
od of time, or established connection failed because connected host has failed to respond.
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1.13.1.2. Network Troubleshooting cases

1.13.1.2.1. Always show “Disconnected” in the Server List of the Terminal
List using web browser

To check:

Start the ACTAtek Agent and use another computer in the SAME network to connect to the
computer with the PC with the ACTAtek Agent installed. To do so, open MS-DOS command
prompt, and type "telnet x.x.x.x 1668", where x.x.x.x is the IP Address of the PC with the AC-
TAtek Agent installed and 1668 is the port of the ACTAtek Agent. If the connection is not suc-
cessful, the firewall is enabled and must be disabled for the Agent to work.

Cause: Firewall enabled, blocking port access

Action:

Set firewall to allow port 1668 access.

1.13.1.2.2. “FATAL: Server Thread died unexpectedly” in command prompt
Cause: A java process javaw was not cleanly started
Action:

From ACTAtekAgent's PC press buttons “Alt + Ctrl + Delete” to enter Task Manager.

Select Processes Tab

Select javaws process and press <end process> button.

Start ACTAtekAgent in debug mode to check for any error:

In dos prompt type: agent -d 3

1.13.1.2.3. Symptom Login Failed in command prompt.
Cause: Wrong login information
Action:
Go under Server List from Terminal List option of the web interface of the ACTAtek in use.
Delete ALL items under the server list.
Go to the Configurator of the Agent --> Tab ACTAteks
Right click your mouse to re-add the ACTAtek (... Make Sure ALL information is accurate!)
then, click Save.
Right click your mouse and add ACTAtek (x.x.x.x, 80, http, administrator id and password,
MAKE SURE THE CONTENTS ARE CORRECT, then SAVE it
In the tab "Database", change the "Create Table SQL" content to:
CREATE TABLE ACTATEK_LOGS (
userlD VARCHAR(20) NOT NULL,
timeentry DATETIME NOT NULL,
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eventlD VARCHAR(20),
terminalSN VARCHAR(20) NOT NULL
)
Also, delete the content in the "Map Photo (JPEG Binary) to Field" field.
Go to the command prompt (Start --> Run --> cmd), change the current path to the Agent's
path (example C:\ProgramFiles\Hectrix\ACTAtekAgent-1.29.1>)
Type "agent.exe -d 3" to restart the agent in "Debug mode"
At the Terminal login, enter a valid userid, check the event log from the web interface to

see if there are any logs for import. (with UserlID, timestamp, trigger and terminalSN show
in the command prompt)

1.13.1.2.4. “Connection timeout” in command prompt
Can you ping the Terminal from ACTAtekAgent's PC? If NOT.

Verify the Terminal's and the Agent's Configurator's IP Address, protocol, port number are
the same.

For example http default to port 80 and https default to port 443.
Ensure that the Terminal is powered on
Ensure that the IP Address is UNIQUE.

Check Network cable is connected and the network adapter green light is flashing.
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1.14. Messages and Actions:
The following are some of the common messages you might receive from the ACTAtek Agent,

possible causes and recommended actions are provided for your reference. For messages
not listed, please contact us at support@hectrix.com for assistance.

1.14.1. General Messages

1.14.1.1. No Trusted Certificate found

Cause:
Configurator setting of https was set with incorrect ID/Password
Action:

Set correct terminal id/password

1.14.1.2. Registering Primary terminal login only
Cause:
Trying to register a secondary terminal in the Agent Configurator.
Action:
Set Target terminal as a standalone primary unit.
From the configurator, remove the secondary terminal and re-add the primary terminal, if

any.

1.14.1.3. login failed
Cause (1):
ACTAtek terminal not exist
Action:
Ensure the terminal is powered on and the ACTAtek Agent is reachable through the net-

work to the ACTAtek Terminal. Use the PING command to confirm.

Cause (2):
Wrong id/password
Action:

Ensure correct terminal administrator id/password
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1.14.1.4. parse time error, wrong magic

Cause:
Wrong Magic number in the server list
Action:

Ensure server list's magic number setting is the same as Agent's magic number.

1.14.1.5. x.x.x.x specified agent not registered

Cause:
The terminal's server list does not have the correct Agent setting.
Action:
Verify the terminal server list and the agent settings are the same. (2 bullet points - should
be just one).
Agent eg. Port, IP, magic number.
Verify the terminal server list status is "connected".
Verify the Agent Configurator has the appropriate terminal entry.

Restart the Agent to register the terminals from the Agent's Configurator list.

1.14.1.6. connection time out

Cause:
Terminal not accessible. For example
Terminal is in rebooting state
Terminal network is unreachable
More than one terminal with same IP address.
Action:
Reboot the terminal and ensure the reboot is complete and the terminal is able to authenti-
cate users.
Ensure all terminals have unique IP address.
Ensure all terminals have correct network setting:
verify terminal setting eg IP, id, password, port

reset Agent's PC mac table. Use ms dos command to clear the IP to Mac table: tarp -d
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1.14.1.7. connection refused
Cause:
Configurator terminal port entry is different from terminal port
Action:
Ensure configuration's terminal port entry and terminal port are the same

Ensure port is accessible for example: ensure port 443 is used by https:// only

1.14.1.8. read timed out

Cause:

Terminal IP address was modified without updating configurator
Action:

Ensure configurator's terminal IP entry is the same as terminal IP
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1.14.2. Database related messages:

1.14.2.1. Start Agent failed:

1.14.2.1.1. ERROR: Create Table 10 exception:
the network adapter could not establish the connection
Cause:

Database server or Database not available
Action:

Ensure database is running and accessible to ACTAtekAgent

1.14.2.1.2. Create Table: Invalid authorization specification
Symptom:
message from server: "Access denied for user: 'root@hectrix' (Using password: YES)"
Cause:
Message from Mysql database. Wrong Database Username/Password
Action:

Re-enter Database Username/Password (case sensitive)

1.14.2.1.3. Error: LOG ERROR: Column not found
Symptom:

message from server: "Unknown column ' JpegPhoto' in field list™
Cause:

Map field does not have corresponding map to table column
Action:

Ensure the table's and map field columns are the same.
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1.15. Reporting Problems to Support:

Before reporting any problems, please have the following information handy.

1.15.1. Basic information

1. Brief description of symptoms and steps done and any error messages
2. Captured the message screen. To do so, press the <Alt> and <PrintScreen> buttons on
your keyboard while at the command prompt or agent where the problem is and message
is displayed.
From Windows menu select All Programs -> Accessories -> Wordpad.
Go to Start -> All Programs -> Accessories --> Wordpad
Once in wordpad, hit <Ctrl><v>
Save the file and email the attachment to support@hectrix.com
3. From the web interface, save THE ACTAtek Terminal status and setup pages OR from the
ACTAtek Terminal copy down the terminal information, such as, model number, serial
number, firmware version, etc.
4. Prepare the following files about the ACTAtekAgent
ActatekAgent configuration file: agent.properties
location: C:\Documents and Settings\user1\
ActatekAgent log file: agent.txt and agent.log.1
location: C:\Program Files\HectrixX\ACTAtekAgent
5. ACTAtek Server List status:
6. From the web interface, Terminal List/Server List, copy the Agent entry ie. agent IP,

status, date, time

1.15.2. Customer information:

1. Your HECTRIX Customer Support Warranty number
2. Your company name and address

3. Name, telephone number and email of contact person
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1.15.3. Software information:

Operating system version
ACTAtekAgent Version

Java Runtime version (From ms-dos enter command: java -version)

PoenN =

ACTAtek Terminal information
Model Number
Serial Number
Firmware version

FAM version

1.15.4. You should also prepare information on following:

Is this a recurring problem or one time problem?

Please provide the steps that lead to the failure or error?

Is there any non-ACTAtek equipment in use with ACTAtek Terminal?
Did you perform a Terminal reboot, ACTAtekAgent restart?

o R~ Db~
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Have you made any recent changes to the ACTAtek Terminal and ACTAtekAgent setting?
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